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IMPLEMENTATION OF IOT SYSTEM USING BLOCKCHAIN WITH AUTHENTICATION AND DATA 

PROTECTION 

Abstract:  

In a block-chain IoT environment, when data or device authentication information is put on a block 

chain, personal information may be leaked through the proof-of-work process or address search. In 

this paper, we apply Zero- Knowledge proof to a smart meter system to prove that a prover without 

disclosing information such as public key, and we have studied how to enhance anonymity of block 

chain for privacy protection .    
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